The flaws of the ISO 31000 conceptualisation of risk Like it or not, the standardisation organisations and their guidelines have considerable societal impact. The ISO 31000 standard on risk management is a good example. It strongly influences the way people define, assess and treat risk. Unfortunately, the quality of the standard is weak on critical aspects, in particular on the basic concept of risk and its characterisation. The standard refers to risk as the effect of uncertainty on objectives. What does this mean? I have been unable to find a single person who can express the idea of this definition in a clear and precise way. It is confusing. It has no scientific justification.
Think about the realisation of a specific activity. The outcome is either 0 or 1, corresponding to no fatal accidents and one fatal accident, respectively. An objective can be formulated as 'no fatal accidents'. So what is the effect of uncertainties on objectives? The answer is not straightforward. It is very hard to understand what the definition is stating. Is it that the activity results in a fatal accident and does not meet the objective? Maybe, but such an outcome is not an effect of uncertainty but rather an effect or consequence of the activity, and this effect (consequence) is uncertain before the activity is realised. A note to the ISO definition of risk states that an effect is a deviation from the expected (positive and/ or negative). What does that mean? Is the expected defined in a statistical sense as the centre of gravity of a related probability distribution? In many cases when addressing risk, it is, however, problematic to establish such a distribution, and the centre of gravity will be rather arbitrary. Returning to our example, think of a situation where probabilities of 0.99 and 0.01 are assigned for the outcomes 0 and 1, respectively. What is the deviation from the expected? Is it deviation from 0 or 0.01? Deviations from the expected thus mean either 1 in the former case or 0 and 1 in the latter. The definition is not clear. But again, the deviation is not an effect of uncertainty; rather, it is an effect or consequence of the activity, and this effect (consequence) is uncertain before the activity is realised.
The ISO 31000 definition of risk is related to objectives, but what if objectives are not defined? Think of some researchers who investigate an unknown substance. They obviously face some risk, even if they have not specified an objective for the investigation. In situations with many stakeholders, there will be different interests and objectives, and some of these stakeholders could be reluctant to reveal all their preferences and goals. Nevertheless, it should be possible to conceptualise and characterise risk. However, this is problematic with the ISO definition. Risk assessment is often used to support the development and specification of objectives, but the ISO conceptualisation makes this impossible, as the objectives are an integrated part of the risk term.
Or think of some investors who invest an amount of money in a project. They can formulate a specific objective, but they may prefer to adopt a strategy expressing their desire for as high a benefit as possible. In the latter case, there is no meaningful way of defining deviations from and effects on objectives. The use of the term deviation from the expected and, at the same time, effects related to objectives, further complicates the understanding of the risk concept. Surely, the effect of uncertainty on objectives is an awkward formulation of the risk concept.
Many people have raised these issues with the ISO organisation, including myself, in papers and hearings, but there seems to be no willingness to make changes. We all know how standardisation processes of this type are. Regrettably, they are not mainly about logic and science but about compromises and establishing consensus among different parties.
The risk assessment and management field is struggling to establish unity on terminology, and the ISO definitions contribute to further confusion. Considerable work and research have been conducted in recent years to build a stronger scientific platform for this field, which also relates to terminology. A good example of this is the new glossary from the Society for Risk Analysis (SRA) (www.sra.org/resources), which is a leading professional and scientific society for this field. This glossary presents definitions of risk which are based on solid research, in contrast to the ISO definitions which lack a foundation. As a matter of fact, the ISO 31000 definition on risk did not pass the scrutiny quality test performed in relation to this SRA work. According to this test, all definitions referred to must meet some basic criteria -a rationale -such as being logical, well-defined, understandable and precise.
A basic idea of the ISO 31000 risk definition is that uncertainty replaces probability in the definition of risk. This represents an improvement compared to earlier probability-based definitions of risk, as we should not associate the concept of risk with one among the many ways of measuring or describing the risk. This is a fundamental principle of measurement theory: we distinguish between the concept and how it is measured or described. We face risk when we make an investment or run a business, independently of whether we have measured this risk or not. Probability is a key instrument for expressing the uncertainties, but it has weaknesses and there are also other methods that can be used for this purpose. This idea is reflected in the ISO 31000 standard. Unfortunately, the standard is also poorly formulated here. It is said that risk is often expressed in terms of a combination of the consequences of an event and the associated likelihood of occurrence. Likelihood is then defined as the chance of something happening, whether defined, measured or determined objectively or subjectively, quantitatively or qualitatively, and described using general terms or mathematically (such as a probability or a frequency over a given time period). Probability is defined as a measure of the chance of occurrence expressed as a number between 0 and 1.
These terms are not properly defined. What is a 'chance'? Likelihood and probability are explained by introducing a new term (chance), but this term is not defined. Probability is a key aspect related to the risk concept and precision is required, but meaningful definitions are lacking. Again I refer to the SRA glossary, which also provides a solid reference for these terms.
The most common tool for describing uncertainty is probability and probability intervals, but it is essential not to restrict the risk description to this measure alone. We also need to reflect the knowledge and strength of knowledge on which the probabilities are founded. There is considerable scientific literature arguing for this, but ISO 31000 is not updated on this point. It refers to the same ideas of risk assessment and characterisation as used in the 1970s and 1980s.
We do not all need to agree on one definition of risk. Yet, it seems that there is quite broad agreement among risk assessment and management researchers and analysts that risk basically captures two dimensions: (1) something is at stake -the activity considered leads to some consequences with respect to something that humans value (including health and lives, the environment and material assets) and (2) uncertainties. There are different ways of (a) conceptualising this idea and (b) measuring or describing the risk and uncertainties, as shown in the SRA glossary. Unfortunately, the ISO 31000 standard has not been successful in relation to either (a) or (b). My recommendation is therefore to consult sources other than ISO 31000 when searching for authoritative guidance on how to define and understand risk: in particular, the SRA glossary and the general scientific literature on the topic. The SRA glossary provides examples of how the ISO 31000 definition can be redefined to obtain a solid conceptual platform for risk management.
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